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ULTIMATE SERIAL NUMBER GUIDE! 


Using Google Images 


This particular method Is stating the absolute obvious and basically needs no 
Introduction, however to this day, I'm at a loss as to why many SE'ers 
completely overlook It and fail to put It Into practice. As with YouTube, 
whereby a lot of users upload their videos and forget to hide Identifiable 
details, the same applies with "sharing Images online". In fact, I've just hit a 
general search on Google Images with the keywords of: "Samsung SSD serial 
number" and pages of results were returned - most of which displayed serial 
numbers clearly In plain text. 


Now the question you're probably going to ask Is: "how do | know If the serial 
Is valid and still under warranty?". If you've been In the SEing scene for years 
on end, you should well and truly know this, but If you've just started out as an 
SE'er, then your question Is justified. | will explain a couple of ways that're so 
simple, that you'd wonder how and why you haven't already thought of It. The 
first Is to navigate to the manufacturer's website and do a "serial number 
check" (or some variant), which will return Its warranty state, and display If It's 
still valid. 


For Instance, I've browsed on "Dell's website", and there's an option to search 
for the service tag or the serial number. I've purposely entered some random 
numbers, and It returned an Invalid message. This Indicated that It does 
check for valid serials. The second way, Is to give the company a call, and act 
as though you're a concerned customer wanting to know If your product (that 
the serial relates to), still has warranty left on It. 


Because your call appears legit, you'll find they'll have no hesitation In serving 
your request. The only downside of using Google Images to obtain serial 
numbers, Is that It can take a while to sift through pages of search results until 
you find the one you're after. But do remember that you're not working on a 
schedule, so take all the time you need to locate a serial that's valid, and of 
course, Is also covered by warranty. 


What To Expect With The Serial Number Method 


Every traditional social engineering method, will trigger one or more events 
that will cause some degree of difficulty, and the serial number method Is 
certainly part of the equation. As such, It's vital to be well-Informed of "what to 
expect when the claim Is In motion", thereby you can tackle each Incident with 
minimal complications. To help you along the way, I've put together three 
common occurrences, Inclusive of how to effectively circumvent each one, so 
let's begin with the good ol' "POD". 


Asked To Provide A POD 


A"POD" Is an abbreviation of "Proof Of Destruction", that's often used by 
companies to the likes of Logitech and SteelSeries, whereby rather than 
returning your Item, "they'll ask you to destroy It" In a manner that will render 
It non-functional, then take a photo or video of the damage and send It as an 
email attachment. You may also be asked to place a handwritten note next to 
the device, and/or show Its serial number - just to demonstrate It belongs to 
"you", and not something taken from Google Images. Evidently, a POD Is 
used for tech-based Items that have some type of functionality. 


The reason you're told to destroy It, Is to make sure your (Seemingly) 
defective product Is completely useless, thus preventing you from falsifying 
your claim. Moreover, If the cost of your Item Is greater than the cost of freight 
to return It, the company will opt for a POD - which doesn't set them back a 
single dime. Naturally, you have no Intention to smash your product to bits, so 
you'd need to circumvent the POD as discussed below. 


How To Circumvent A POD 


There are a few ways to bypass a POD, the first being the corrupted file 
method or If a video Is requested, the corrupted video method Is put Into 
action. Alternatively, If you're proficient In using "Adobe Photoshop", by all 
means use your skillset to manipulate the Image accordingly. If you choose 
the above methods (corrupted file & video), be sure to thoroughly read my 
tutorials to give the SE the best chance of success. 


Asked To Return The Item 


When you have a valid serial number at your disposal and Initiate a warranty 
claim, not every company handles and processes It In the exact same 
fashion. For example, as you are aware, some stores will ask fora POD and 
will Instruct you to send the proof of destruction as an email attachment, 


which they don't pay a penny to receive It In their Inbox. If there's no signs of 
Inconsistencies with what you've provided, your claim will be approved 
thereafter. 


On the other hand, you will Inevitably be told to "return the product" at some 
stage when using the serial number method and obviously, such a request 
cannot be fulfilled - you can't return what you don't have! Remember: You've 
acquired the serial number and not the Item. As a result, the only option Is to 
"circumvent the return of the Item", by using any method outlined In the 
following subtopics. 


How To Circumvent The Return 


There are basically three methods that can be used to circumvent the return, 
but given this article has already exceeded Its reading time by a lot more than 
what | anticipated, | cannot possibly discuss each one In a single topic. 
Instead, I've referenced the lot to my guides on this blog, so check them out 
by simply clicking on each link. The methods are: The disposed of the faulty 
Item, the leaking battery method and the boxing method. 


Asked To Provide A POP 


It's pretty much common sense that when you buy something online or In 
person at your local mall, a receipt will be given with your transaction, so 
there's no point In elaborating the obvious - that'll be a waste of my time and 
yours. From a company's perspective, a "Proof Of Purchase" (mostly 
abbreviated as "POP") Is requested to confirm that the Item the customer Is 
claiming for a refund or replacement, was purchased from their Inventory or 
when SEing the manufacturer, It belongs to them or a given retailer. 


When the POP Is cross-checked and verified, the representative will decide 
whether the claim should be approved. That's how an SE works when buying 
the Item and using a compatible method, however as you know, some SE'ers 
don't have the cash to pay for an Item upfront, therefore they'll utilize the 
serial number method and pretend they've bought the product and have the 
"POP" In their possession. But you can't give what you don't have, hence the 
need to bypass the proof of purchase Is a must, so we'll have a look at that 
now. 


How To Circumvent A POP 


In terms of manipulating reps to dismiss the need for a POP, It's not an easy 
task, especially when dealing with agents who remain firm with their request 
to obtain one and do everything they can to make things as difficult as 
possible. But SEing Is not all about focusing on the Impact that 
representatives have on you, but rather "the Impact that you have on them". 
And the way It's done, Is by remaining one step ahead of their demands - In 
this case, circumventing a POP by using the corrupted file method. Now you 
can use an online service like this to create a fake one, but the majority of 
companies verify It, thus they'll Immediately notice It's not the real deal. 


In Conclusion 


Upon reading this entire article, you may be thinking It's an overkill, meaning It 
goes Into too much detail for beginner social engineers, but I'm the type of 
SE'er who covers every angle and leaves nothing to chance. As such, what 
you've had the pleasure of reading In each topic/subtopic, has provided you 
with the perfect Ingredients to formulate and execute the "serial number 
method" to Its full potential, so apply what you've learned accordingly to every 
SE that Involves using a serial number to obtain a replacement Item. 


